Abstract During last years, the number and cleverness of attacks against Web related applications are steadily growing as Web services become more popular. In this paper, we propose relevant classification features for detecting Web attacks targeting either server-side or client-side applications. Four kinds of features are provided: Request general features, Request content features, Response features and Request history features. Experimental studies carried on real 1 and simulated htt p traffic including normal data and several attacks show the efficiency of our feature set in detecting Web related attacks.
Introduction
Web technologies are widely deployed in nowadays information systems. For the attackers, this fact offers two opportunities: Firstly, htt p/htt ps traffic is often the only service allowed through fire-wall and filtering technologies. The second opportunity lies in increasing numbers of Web related application vulnerabilities. In spite of the importance of Web application security, there are few works proposing classification features in order to detect malicious Web activities using machine learning and data mining techniques. Moreover, most proposed feature sets in intrusion detection are network oriented [5] [6] while most nowadays attacks are targeting Web related applications [4] [7] . In addition, to our knowledge there is currently no preprocessing tool for extracting Web oriented features directly from network traffic. This paper proposes a relevant feature set suitable for detecting Web related attacks. Our feature set includes basic features of htt p connections as well as derived feaBenferhat Salem and Tabia Karim CRIL -CNRS UMR8188, Université d'Artois, Rue Jean Souvraz SP 18 62307 Lens, Cedex, France, e-mail: {benferhat, tabia}@cril.univ-artois.fr tures summarizing past htt p connections and providing useful information for revealing suspicious behaviors involving several htt p connections. While most works focus on htt p requests, we designed features characterizing both htt p requests and their corresponding responses. Note that our feature set is directly extracted from network packets instead of using Web application logs. Processing whole htt p traffic is the only way for detecting suspicious activities and attacks in both inbound and outbound traffic. authentication/authorization restriction mechanisms. For example, some authentication mechanisms which aim at authenticating users, can be bypassed by bruteforce and dictionary attacks. 3. Web site scan and flooding attacks: As the number of Web sites and contents grow rapidly, attackers often use scripted and automated scanning tools such as W3af [10] to search for possible vulnerabilities in Web sites. As for flooding attacks, users may abuse in some functionalities in order to prevent other legitimate users for having access to services.
Web attacks

Classification features for detecting Web attacks
In order to design effective feature set for detecting Web attacks, we analyzed several Web-based attacks and extracted features according to common attacks techniques. Our classification features are grouped into four categories:
1. Request general features: They are features that provide general information on htt p requests. The following table gives detailed examples of request general features: 
Request history features:
In section 2, we pointed out that there are Web related attacks that perform through several connections. We accordingly designed derived features summarizing past htt p connections. Note that these features can be computed using a time-window or a connection-window that is fixed accord-ing to the needed tradeoff between processing overload and detection rate. The following table contains examples of request history features: 
Experimental studies
In order to evaluate the relevance of our classification feature set, we carried out experimental studies on real and simulated htt p traffic using a C4.5 decision tree [15] which is among the most efficient classifiers. We extracted htt p traffic and preprocessed it into connection records using only packet payloads. Each htt p connection is characterized by the four feature categories presented in Section 3. Note that in order to label the preprocessed htt p traffic, we analyzed this data using Snort IDS[12] as well as manual analysis. As for other attacks, we simulated most of the attacks involved in [13] [14] which is to our knowledge the most extensive and uptodate Web-attack data set. In addition to these Web attacks, we played vulnerability scanning sessions using W3af [10] . The following table provides details about our experimentations: In order to evaluate the ability to detect new attacks, we build a testing data set including normal real htt p connections as well as known attacks and new ones. When trained and tested using the same training data, the decision tree's PCC (Percent of Correct Classification) is too close to 100%. Then this is the indication that training data set is free from incoherences. The results of building the C4.5 decision tree on training data and evaluating it on testing data set show that in spite of a good PCC, new attacks are not detected since they are completely different from those included in training data. This is a recurring problem affecting most classifiers in intrusion detection [16] [17] . Note that most miss-classifications are false negatives as it is the case with most classifiers used in intrusion detection [16] [17].
Conclusion
In this paper, we proposed a relevant feature set for detecting Web attacks. We proposed four classification feature categories relative to htt p request general features, content features, response features and finally history features. Experimental studies carried out on real and simulated htt p traffic showed that most tested attacks are correctly detected and identified using our feature set. Future work will address extending this feature set in order to take into account most Web attacks as well as building an extensive and open data set of Web related attacks.
